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Abstract
Risk management (RM) is presented as very important. It is claimed that 5% investment in
RM saves over 50% of overrun, and hence that RM is worthwhile. However, it is possible
to question this claim, and to perceive issues in RM’s theory and application. These issues
are centred around human factors in RM. Evidence for and against RM is presented, and it
is concluded that RM can be beneficial but it will not completely prevent runaway disasters.
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1.
Introduction
1.1. What are risk and risk management?
There are many definitions of risk (Hillson, 2002) but the two major project management
(PM) methodologies, PRINCE2 (The Stationery Office, 2009) and PMBoK (Project
Management Institute, 2013) define risk as ‘an uncertain event or set of events that,
should it occur, will have an affect on the achievement of objectives’. This definition is
used in this paper. Hence risk management (RM) is managing risks to obtain the best
possible combination of costs (time and money) and outcomes.
1.2. RM emphasis and importance
Many studies quote 189% software project average cost overruns (The Standish Group,
1995) but these are actually between 20 and 40% (Jørgensen, 2013). To contextualise
this, the UK government annually spends around £14bn on IT projects (Dunleavy,
Margetts, Bastow, & Tinkler, 2008), while a current larger project is expected to cost
around £3bn (Centre for economic and social inclusion, 2013). 30% over-run would
be £900,000,000 – equivalent to around 9000 senior nurses’ annual salaries (Royal
College of Nursing, 2013). If RM cost 5% of budget but saved 50% overrun (McConnell,
1997), it would save £1·35bn net.
An implication that can be drawn from this is that RM is worthwhile. In fact Williams
(2005) went so far as to say ‘PM … procedures are self-evidently correct: … project
failure is indicative of inadequate PM’ (presumably including inadequate RM). Such
statements are open to question: RM has been described as ‘walzing with bears’
(DeMarco & Lister, 2003) and ‘broken’ (Hubbard, 2009).
1.3. Scope and questions
1.3.1. Is RM worthwhile?
To answer this question, one can rephrase it as Does RM work?, where work is defined
as reduce the quantity of materialised ‘negative’ risks (‘threats’), and/or increase the
quantity of materialised ‘positive’ risks (‘opportunities’).
To allow for a small quantity of costly threats outweighing a large quantity of small
benefits, work can be framed in cost-benefit terms: Does RM reduce materialisedthreat costs and increase materialised-opportunity benefits?
It is possible to envisage RM’s costs outweighing its benefits, in which case RM would
most likely be counter-productive. Hence the question becomes Does RM reduce
materialised-threat costs and increase materialised-opportunity benefits enough to
outweigh its costs?
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1.3.2. Factoring in RM process
RM activities are often modelled as
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(Software Engineering Institute, 2012)
Clearly, if a threat has not been identified or its impact has been mis-assessed, plans
may be absent or inappropriate.
Control activities are classified as avoidance, transference, mitigation and acceptance
(Peltier, 2004). In this paper, acceptance is considered to be ‘passive’ RM because
it involves no activity except using pre-allocated contingency budget and time, or
accepting that the deliverables will not meet all requirements. So the central question
in this paper is refined to Q1: Does active RM reduce materialised-threat costs and
increase materialised-opportunity benefits enough to outweigh its costs?
1.3.3. Further questions
If RM does work, one can then ask Q2: What contributes to such successes? and
Q3: What are RM’s limits? If RM does not work, one can then ask Q4: Can RM never
work or can it be made to work? An overall yes/no answer may not be possible: some risk
classes, project types and scales may be generally amenable to RM while others are not.
This paper is an attempt to answer these questions in the field of software projects.
2.

Methodology, structure of this paper
It would be difficult to perform a experiment in which some live projects deliberately
omitted all RM – all PM activities can be seen as RM activities. So the relevant
experiment would be to omit formal RM activity from some live projects, then compare
them with suitable controls. However, RM’s deliberate omission would be unethical so
‘circumstantial’ evidence has been sought in academic literature.
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This paper now sets out RM theory and process, then explores potential issues around
these, before examining whether issues materialise, and RM’s contributions and
limitations.
3.

RM theory
Much RM theory and practice originates from Barry Boehm. For example, Boehm
(1991) suggested analysing RM costs and benefits: a threat’s cost (‘risk exposure’) was
defined as the product of its materialisation probability and the loss that materialisation
would cause. In his made-up example, independent testing reduced (risk exposure +
cost of testing) and so was worthwhile, i.e. the answer to Q1 was ‘yes’ in this case.
This probabilistic approach was expressed as expected utility theory by Kutsch & Hall
(2005) and is part of PRINCE2 (pp. 83-84).

4.

Potential issues in RM process
It is possible to envisage several potential problems with Boehm’s theory and its
application:

4.1. Potential issues in identification and analysis
• Unidentified threats may materialise – these cannot be planned for.
• Identified threats’ probabilities and impacts may be unknown.
• Costs may be unpredictable.
• The theory treats threats as independent.
• The theory does not consider temporal aspects, such as risk probabilities and costs
changing over time.
• The theory is project-centric: it does not explicitly cover ‘fringe benefits’1 or postproject events.
4.2. Potential issues in control
• A materialised threat’s cost is its full cost, not a percentage thereof. In Boehm’s
example, if a critical fault occurs the whole project fails.
Such ‘holes’ are peered into below.
5.

Issues around risk preparation
The weak links in preparation are identification and analysis: specific plans cannot be
made for unidentified risks (de Bakker, Boonstra, & Wortmann, 2012, p. 451).

1

Such as the ‘space race’ being responsible for the invention of velcro
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5.1. Risk classification
Because there are many risk types (Houston, Mackulak, & Collofello, 2001), preparation
may be simplified by risk classification. One system divides risks into technical, project
and business risks (Hoodat & Rashidi, 2009), after (McGregor & Sykes, 2001). Because
project managers are fulcra between project teams and project sponsors, they need to
be well aware of business/external factors.
5.2. Risk identification
Methods include questionnaires and constructing taxonomies (Carr, Konda, Monarch,
Ulrich, & Walker, 1993), (Higuera & Haimes, 1996), pondering, interviewing,
brainstorming and checklists (Chapman, 1997). Identification methods directly affect
RM contributions (Chapman, 2001). Project characteristics (e.g. distributed or colocated) also influence risks and can be used to predict risks unforeseen at project
start (Lamersdorf, Munch, del Viso Torre, Sánchez, Heinz, & Rombach, 2010).
One form of checklist is what occurred in similar previous projects. The most common
and important threats are
• Creeping user requirements
• Unavailability of key staff
• Reliance on a few key personnel
• Project manager unavailable
• Instability and lack of continuity in project staffing
(Houston, Mackulak, & Collofello, 2001)
In this list, important potential threats are human rather than technical factors.
5.3. Risk analysis
5.3.1. Software metrics in risk analysis
Metrics such as lines of code (LoCs), e.g. (Zhang, 2009), cyclomatic complexity, e.g.
(Sadiq, Rahman, Ahmad, Asim, & Ahmad, 2010), and Bayesian networks have been
used to predict defects (Fenton & Neil, 1999). Such methods are probabilistic and
sensitive (Song, Jia, Shepperd, Ying, & Liu, 2011). Process metrics may be better
defect-predictors than static code metrics (Moser, Pedrycz, & Succi, 2008), implying
that process, and hence human factors, are important. A recent literature review
concluded that ‘metrics researchers may need to refine their empirical methodology
before they can answer useful empirical questions’ (Kitchenham, 2010).
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5.3.2. Probability prediction in risk analysis
Boehm’s approach requires ‘tremendous’ data collection (Hans & Diekmann, 2001),
so it is unsurprising that much analysis is subjective (Du, Keil, Mathiassen, Shen, &
Tiwana, 2007). Boehm’s approach assumes that probabilities are determinable and
that individual risks can be treated independently. Pender (2001, p. 80) critiqued such
assumptions, and provided an entry into using fuzzy logic. Dependent risks, such as
key staff perceiving threats and so quitting the project2, can be envisaged. There are
theoretical techniques for addressing risk dependencies (Wu, Song, Li, Cai, & Li, 2010),
(Kwan & Leung, 2011) but these have not yet been fully tested. Also, there is research
into statistical modelling, using techniques such as Bayesian networks, e.g. (Wagner,
2010), (Hu, Zhang, Ngai, Cai, & Liu, 2012), to cover this issue.
5.3.3. Other issues in risk analysis
Hall (2001) suggested that assessments are subjective and hence major error-sources
– the recommended cure was repeated risk assessments. Later, Kwak & Stoddard,
(2004) suggested ‘RM must be a natural part of the software development process to
be most effective’ and suggested several lessons, including
• A documented process does not guarantee the process will be followed.
• As the size and complexity of the project increases, the effort for RM increases
exponentially.
• The people that are actually doing the development work … must be empowered …
to change practices.
A message that may be drawn from this section is that human factors have a large
influence on risk assessment.
5.4. Risk planning
Arguably, the biggest issue around planning is whether it is undertaken. In a survey of
software companies, less than half planned for risks (Greer & Conradi, 2009). Regular
re-planning has been shown to be important (Hoermann, Schermann, & Krcmar, 2011)
– and is fundamental to PRINCE2. Cloud computing is a currently important trend,
wherein consumers may have little power over providers, so risk planning may require
even more thought (Baldwin, Pym, & Shiu, 2013).
5.5. Risk preparation costs
There appears to be very little literature data about RM costs. Computing various RM
strategy combinations’ costs is possible (Shan, Jiang, & Huang, 2009): differences
would equate to the costs of more or less effective combinations.

2

This may have happened in the above-mentioned government IT project (Wintour, 2013).
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Issues around risk response
Two important issues are discussed in some detail here.

6.1. Scope creep
The top factor in Houston, Mackulak, & Collofello’s list (2001) is often known as ‘scope
creep’. Implementation and test costs will grow as creep occurs. ‘Avoidable’ creep can
be managed by applying costs to change requests, but some creep is inevitable ‘from
just not knowing what the system is supposed to do’ (Pühl & Fahney, 2011). Creep also
arises from stopping requirements analysis too early (Berry, Czarnecki, Antkiewicz, &
AbdElRazik, 2010). Judging when to cease requirements analysis is hence part of RM.
It may be possible to intuitively select which requirements to implement but a
formal method has been proposed (Jung, 1998). This depends on all requirements’
implementation costs and values being known. While agile projects accept that
scopes change and hence discover requirements ‘on the fly’ (Williams & Cockburn,
2003), arguably this method could be applied at each iteration to explore which new
requirements would provide best overall value.
Modern software tends to involve complex supply-chains, thus increasing RM’s
complexity and cost – a proposed solution is ‘systemic’ risk analysis (Alberts, Dorofee,
Creel, Ellison, & Woody, 2011).
A message which may be drawn from this section is that scope creep needs strong RM.
6.2. Software testing
This factor is considered because unless software does what is required, the effort to
create it is likely to have been wasted. Hence risk control includes testing.
A simplistic way to predict testing costs would be summing predictable spend,
factoring in ‘opportunity’ costs (cost of capital and taking testers from other projects).
This assumes that all desirable testing can be achieved in predicted periods but it is
impossible to test everything3, so studies have concentrated on deciding how and what
to test, and modelling test costs.
Agile development models include client-tests as development proceeds, not least so
the product delivers truly required functionality. It should be possible to predict clienttests costs, based on the time allotted to such tests.
3

When to stop testing? is by no means a new question (Musa & Ackerman, 1989)
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Costs for tests can be predicted by quasi-renewal methods (Pham & Wang, 2001),
fuzzy-logic estimations (Engel & Last, 2007) or entropy/chaos methods (Song, Wu,
Li, Cai, & Li, 2010). The initial quasi-renewal research assumed that all faults are
independent and that all detected faults are removed immediately, without introducing
new faults (‘perfect’ debugging). Later work has tried to deal with ‘imperfect’ debugging
(Kapur, Pham, Anand, & Yadav, 2011).
With regard to deciding where to concentrate testing and debugging, there is currently
no clear answer: Shin & Williams (2013) state that fault and vulnerability prediction
models require ‘significant improvement’, while Catal (2011) concluded that practical
prediction techniques do not yet work.
Testing becomes even more difficult in web applications. These typically consist of
JavaScript, HTML and CSS, and run in different browsers, leading to some techniques
being nearly impossible to apply (Dallmeier, Burger, Orth, & Zeller, 2013). Similarly,
system ‘heisenbugs’ are very difficult to handle (Spinellis, 2013).
The overall message is that it is difficult to predict how much testing will be sufficient
and hence how much testing will cost.
6.3. Issues around implementation: the human factor
Ineffective RM implementation might be seen as a problem with people, rather than with
RM, but if RM’s benefits are to be gained, RM needs to be perceived as achievable.
Further, human factors pervade the potential issues noted so far. This area can be
probed by considering whether active RM is done, and the drivers for such decisions.
Project managers tend to delay dealing with risk, thus harming their perceptions of
RM – and their projects (Kutsch & Hall, 2005). This is due to imperfect knowledge
(of probabilities, impacts and consequences), avoiding alarm and uncertainty (such
as whether a threat is ‘real’) and unawareness (e.g. of non-technical risk). Perfectly
rational RM decisions are impossible, although pleasing clients is rational.
While error (imperfect knowledge) is inevitable, deliberate ignorance (‘irrelevance’) is a
human factor that can be mitigated (Kutsch & Hall, 2010). For example, managers may
choose to concentrate on ‘tame’ problems and ignore risks that are not immediately pertinent.
While IT project failure-causes are well known, there is little evidence that this knowledge
is used or that risks really are manageable (de Bakker, Boonstra, & Wortmann, 2010). This
research concluded that RM only works in specific situations but did not state these conditions.
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In a further sample, only 14% of projects executed plans in response to materialised
threats (13 had made plans). Managers did not perceive preparation as useful or
cost-effective, suspending action until threats materialised (Kutsch, Denyer, Hall, &
Lee-Kelley, 2012). In some cases, delay was associated with lack of authority or with
overdesigned, rule-based environments.
6.4. Does preparation determine response?
It can be asked whether preparation prompts response selection or whether managers
just react ‘on the fly’ as risks materialise. If the latter is true, and projects still generally
succeed, then preparation may be pointless.
There is evidence that risk preparation is not helpful, and is not done (Kutsch, Denyer,
Hall, & Lee-Kelley, 2012) but this is not yet conclusive. This work showed experienced
managers not making, or ignoring, plans but did not say what happened to the projects.
In other fields, preparedness is beneficial (Järveläinen, 2013).
7.

Evidence: the case for and against RM
This section considers whether RM’s benefits are outweighed by its costs. There is
much literature guidance on how to do RM, and a large array of models for different
project- and industry-types but no hard data for RM costs have been found, but there
is ‘circumstantial’ evidence both for and against RM.
McConnell (1997) suggested that to obtain a 50–70% chance of avoiding time
overrun, RM requires only 5% of the total project budget. Raz & Michael (2001) found
that when used, RM practices seemed to work, mostly improving time and budget
achievements. They found that simple tools such as impact assessment, classification,
periodic reviews, subcontractor management and customer surveys were likely to be
associated with better PM performance. Unfortunately, they did not investigate the
tools’ implementation-costs, or the drivers for their adoption.
RM is associated with successful projects (Verner, Cox, & Bleistein, 2006). Conversely,
around half of troubled projects are associated with ineffective RM (Nelson, 2007).
Other research concluded that RM occasionally contributes to success (de Bakker,
Boonstra, & Wortmann, 2012), and that success is attributed to social effects – making
teams perceive and accept risk, and stimulating action by stakeholders (de Bakker,
Boonstra, & Wortmann, 2011). Similarly, there is evidence of ‘self-efficacy bias’: managers
with strong self-belief underestimate risks, thus continuing with projects that should be
halted. Also, whether the risk comes from endogenous or exogenous affects reactions
(Jani, 2011). RM has been shown to be a source of competitive advantage (Elahi, 2013).
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There are, of course, projects that go horribly wrong (‘black swans’): their likelihood is
estimated to be 17%. These failures have been attributed to optimism bias (Budzier
& Flyvbjerg, 2011) and to ‘impossible’ (very low probability) problems occurring.
Perceptions of ‘impossibility’ may be due to their causal events’ rarity (Buhl, 2012).
Also, political (exogenous) factors play a significant role (Budzier & Flyvbjerg, 2011).
It has also been suggested that enforcing RM is counter-productive, leading to a ‘vicious
cycle of unsatisfactory results’ and rules being promulgated but ignored (Wiesche,
Schermann, & Krcmar, 2013).
8.

Conclusions and further work
There is no hard evidence for RM costs in the literature, but there is a claim that a small
investment is likely to prevent over-runs. RM is associated with successful projects and
competitive advantage, and its absence is associated with unsuccessful projects. So
the answer to Q1 is a qualified ‘yes’.
Concerning Q2 and Q3, where RM works, it seems to act by improving human factors.
Where RM fails, this is due to human factors – either RM is misapplied (e.g. by not
implementing plans, thus wasting the time spent preparing those plans), or threats are
deliberately ignored or low-probability, high-impact risks are not considered. Its limits
hence lie in how well it is applied and how alive managers are to their own limitations
and external threats, and how much power they have to deal with these. Because RM
can work when used, Q4 is redundant but there is definitely room for improvement in
RM.
Further work would include directly examining omission and retention of RM. To do this
effectively and ethically, all involved would need to be unaware of the experiment and
the projects would need to be unimportant but not trivial.
In summary, RM does not appear to be ‘broken’. Rather, it is an inexact art that does
not guarantee success. In keeping with risk assessment’s statistical basis, RM can
reduce the likelihood of failure but it will not prevent black swans from occasionally
devouring resources and careers.
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